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Purpose
This policy establishes Holon Foundation's commitment to protecting the personal data of garden stewards, donors, board members, staff, volunteers, and all individuals who interact with our platforms and programs. It ensures compliance with applicable privacy laws and builds trust with our community.
Data We Collect
1. Personal identification: name, email, phone, address
1. Garden and conservation data: location, species, photos, impact metrics
1. Financial data: donation history, payment methods (processed through secure third-party providers)
1. Usage data: platform interactions, verification activity, login history
1. Board governance data: meeting attendance, voting records, disclosure forms
How We Use Data
1. To operate and improve the Trust Portal and organizational platforms
1. To communicate with stewards, donors, and stakeholders
1. To measure and report conservation impact
1. To comply with legal and regulatory obligations
1. To process donations and issue tax receipts
1. To facilitate governance operations and compliance
Data Protection Measures
1. All platforms use SSL/TLS encryption for data in transit
1. Sensitive data is encrypted at rest in Supabase with row-level security policies
1. Access to personal data is restricted to authorized personnel based on role
1. Strong password requirements and optional two-factor authentication
1. Regular security reviews and vulnerability assessments
1. Incident response plan for data breaches (see below)
Data Sharing
Holon Foundation does not sell, rent, or trade personal data. Data may be shared only:
1. With the individual's consent
1. With service providers who process data on our behalf (subject to data protection agreements)
1. As required by law, regulation, or court order
1. In aggregated, anonymized form for research or impact reporting
Individual Rights
Individuals may:
1. Request access to their personal data
1. Request correction of inaccurate data
1. Request deletion of their data (subject to legal retention requirements)
1. Opt out of non-essential communications
1. Contact privacy@holonfoundation.org with questions or requests
Data Breach Response
1. Any suspected data breach must be reported immediately to the Executive Director.
1. The breach will be investigated within 24 hours and contained as quickly as possible.
1. Affected individuals will be notified within 72 hours of breach confirmation.
1. Regulatory authorities will be notified as required by applicable law.
1. A post-incident review will identify causes and implement preventive measures.
Policy Review
This policy is reviewed annually by the Governance Committee with input from technology advisors. Updates are communicated to all stakeholders.
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